Are you waiting for IT
problems to occur before
you fix them?
A healthy dental practice is like a healthy mouth—
regular exams and cleanings help avoid serious issues.
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Waiting for IT incidents to happen before you address them

Are you waiting for IT problems to
occur before you fix them?
A healthy dental practice is like a healthy mouth—regular exams and
cleanings help avoid serious issues.

There isn’t a dental practice on Earth that doesn’t have those certain patients
who wait until their gums are bleeding, their teeth are rotting, or their jaw is
throbbing in pain before making an appointment with the dentist. And every
time, you tell them the same thing: “If only you came in for regular dental
exams and cleaning, you wouldn’t be experiencing all this pain today.”
They always seem to have an excuse: “I’m too busy.” “I have other priorities
right now.” “I just didn’t think about it until the pain was too much.” You’ve
heard them all.
Could you be making the same mistake with
your dental practice IT? Are you neglecting regular
IT checkups? Do you call in the IT specialist only after
your system fails and you’re in crisis?
Like dental health, the health of your dental practice
IT depends on a smart preventative maintenance
program. Regular IT monitoring, maintenance, cyber
security, backup, and disaster recovery can go a
long way towards preventing problems that could be
disastrous for your practice.
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Why not just wait?
It may seem easier to simply wait for IT incidents to occur and then address
whatever problem has come up. After all, why spend time and money now
when nothing seems to be wrong? But isn’t that the same thinking of those
problematic dental patients who avoid regular visits?
Lack of proper IT services and management can kill small businesses.
A report by ActualTech Media (2015) found that 45% of all downtime
is caused by operational issues (power or network failure, compromised
server, poor IT maintenance, malicious intrusion, or theft, aging technology,
computer viruses, and more).

The high cost of downtime

“Even in a small
business, the cost of
downtime averages
$8,000 per hour.”
–(IDG, 2015) 1

Most businesses don’t fully understand what their cost of downtime is. Even in a
small business, the cost of downtime averages $8,000 per hour, and $27,000
per hour for mid-sized businesses (IDG, 2015). In a dental practice, the cost
isn’t just the loss of revenue, but the potential loss of productivity and patients,
and the damage to your reputation.
A 2015 Zetta survey of IT professionals found that a full 54% of businesses
report that they have experienced a downtime incident lasting at least eight
hours in the past five years. 67% of these businesses estimate that a site outage
would cost them, on average, more than $20,000 per day.2
The same Zetta survey found that one in three of the businesses surveyed
indicated that they had been hit by a virus or malware attack. And it appears
things are likely even worse for dental practices. That’s because a 2015 report
by Symantec found that almost 40% of all data breaches took place within the
health services subsector. And 36% of all data breaches (across all industries)
included medical records.3
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Potentially devastating consequences
The potential financial loss for data breaches is staggering. Over a twoyear period, the average cost of the patient data breaches experienced
by healthcare organizations was more than $2.2 million per healthcare
organization.4
You are required to immediately notify all your patients of the breach
in writing. You must also notify the local media to publicly disclose the
breach. Furthermore, your practice will be listed on the website of the U.S.
Department of Health and Human Services as a practice that has had its data
breached.

Compliance matters, too
Without the proper ongoing IT services and management in place, you can also
increase your risk of not meeting compliance requirements for the Payment
Card Industry’s Data Security Standard (PCI-DSS) and the government’s strict
Health Insurance Portability and Accountability Act (HIPAA) regulations. The
penalties for lack of compliance could prove disastrous to your practice. Noncompliance with HIPAA regulations can lead to severe monetary fines (up to
$1.5 million per offense) by the U.S. Department of Health and Human Services
(HHS) Office for Civil Rights (OCR), along with potential criminal penalties (up
to ten years in jail) enforced by the U.S. Department of Justice.5
Breaches of credit card data caused by a lack of compliance with PCI-DSS
requirements can also result in civil action by your patients or suppliers.6
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Regular exams and cleanings—they’re still the best approach
The “wait till things break” approach can be as disastrous for
your dental practice as it can be for your patients’ dental health.
The health and long-term success of your practice depends on
your commitment to a solid, ongoing program of IT services and
management that takes a proactive, preventative approach to finding
and addressing potential issues and vulnerabilities before you’re faced
with costly downtime, security breaches, or noncompliance fines.

The good news: Arevtech can help.
At Arevtech, we have years of experience delivering managed IT services
that help dental practices like yours build and maintain an IT infrastructure
that boosts uptime, better protects you from security threats and data
breaches, and helps you better protect your patient data while ensuring
you’re compliant (and audit-ready) with critical regulations such as PCI-DSS
and HIPAA. We perform regularly scheduled security assessments of your IT
systems as part of our Regulatory Compliance Services.
Our goal is to help you build a successful, healthy practice and ensure that it’s
truly compliant, safe, secure, and protected from a data breach.

4
Copyright © 2018 Arevtech™, Inc. All rights reserved.

Peace of mind—and more
In addition to safeguarding your practice and ensuring regulatory compliance,
we offer 24/7 network monitoring. That means we’re always on the job,
keeping your critical systems and network up and running, securing your vital
data, and addressing IT issues ahead of time – before they become serious
problems for your practice. It also means you enjoy the peace of mind that
comes with doing all you can to maintain good dental practice health and avoid
painful and costly IT crises.

Contact Us Today
Contact us today to learn more about how Arevtech’s team of experts provides
friendly, knowledgeable IT service to help you build and grow a streamlined, productive
practice while enabling you to stay focused on providing top quality patient care.

714.256.1500

Talk to one of our Dental Practice IT experts,
or visit us at www.arevtech.com/Dental
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